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Motivation

* Problem:

— Network speeds are continually increasing
e Software packet processing techniques cannot keep up with the
network
— Software may ...
» Throttle the network to process everything
» Not process all packets
— Need to be able to do deep packet processing at backbone
speeds

» Solution:
— Use custom FPGA hardware to process packets as they traverse
across the network
e Fast
« Reconfigurable
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FPsed Module

« Hardware module that executes a search-
and-replace operation
— Filtering applications
— Spam markup
— Virus Removal
— HTML/XML tag removal
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Requirement for FPsed Module

Need the ability to...

Scan every character of every packet’s payload
* To find regular expressions

Determine the boundaries of a given expression
e 1stthrough last character

Replace any occurrence of a given expression
» Toremove a match from a packet payload

Easily reconfigure the scanner
» To search for a new set of expressions
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Xilinx Virtex
2000E

Network interface
device routes traffic to
module and allows
reprogramming over
network

A
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Module with Infrastructure

» Processing Module

— Processes Data
passing through the

module Hardware-
Accelerated
* Protocol Wrappers FPsed

— Segment and
reassemble Internet

packets Data__ | | Data
— Compute packet Input Output
headers, lengths,
and checksums IP Processor
Frame Processor
o |Interfaces Cell Processor
— Read and write

packets to network
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Regular Expressions in Hardware
» A couple different approaches ...

— Nondeterministic Finite Automata (NFAS)
e Sidhu, Prasanna ; Franklin, Carver, Hutchings
* Natural parallelism fits nicely into hardware
» Easy construction
e Small size

— Deterministic Finite Automata (DFAS)
» Theoretically large; but small in practice
* One active state makes binary encoding possible
e Compact state representation suitable for network

— Context of a flow must be loaded / unloaded every packet.
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Regular Expression Searching

* Need to detect the presence of an
expression

e Do NOT need to know the boundaries of
matching expressions

— Prepend a “.*” to the beginning of each string
that we are looking for

» Search for “ .*ARL" instead of “ARL”
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Regular Expression Searching

HAR L"

« Searching “A;R,Az;R,L:" for “ARL” fails
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Regular Expression Searching

A H.*ARL”

» Searching “A;R,A;R,L:" for “*ARL” succeeds
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Regular Expression Search-and-Replace

* Must determine beginning of matching substring

— Cannot prepend a “.*”
« Difficult to determine the first character of a match

* Must determine end of longest complete
matching substrings

— Example:
o Search for: “37F43(B+|7*)”
* Replace with: “Virus Pattern Detected”

» Could replace up to where first “B” appears, but want to
replace all
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Cannot Prepend a “.*”

“*ARL”
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o If “*"is prepended, “AAARL” would be replaced when
intention is to replace “ARL”
— Fix: count characters after entering state 2
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Cannot Prepend a “.*”

H.*AR*L”

— Fix: count characters after entering state 2 unless input character is “R”
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Use Backtracking

» Every character is processed as possible
start of matching substring
— Start processing at character c;
— Process expression until mismatch occurs
— Continue processing at character c;,,

* Worst case running time: O(nm)
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FPsed Module

Regular Regul i
- ’ y gular Expression
Expression s FSM scans
Buffer 8 for matches
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Daisy-Chained FPsed Modules

Specification: s/ a(ar)*l / ffppxx /g
s/ f*p+x* [ fpx /g

aararl ffppxx fpx

_ _

v
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Increased Throughput via Parallelism

» Processing packets at the full line rate

— Problem:

» Single scanner only processes 8 bits per clock
cycle
* Input rate is 32 bits per clock cycle

— Solution:
* Four parallel content scanners

Department of Computer Science and Engineering &2 Washington University in St.Louis
Applied Research Laboratory SCHOOL OF ENGINEERING & APPLIED SCIENCH




Increased Throughput via Parallelism
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Generating the Hardware

FPsed requires new hardware for each set of
expressions

Easily reconfigurable
— Command-line scripts
— Web Interface

Completely automated
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Generating the Hardware

* Read input specification
— FPsed Syntax:
* s/expression/ replacement string /
— Example:
o s/<[>>]

» Parse with JLex
— Create optimized DFA

e Generate VHDL
— Convert JLex DFA to VHDL

— Create replacement buffers for all replacements
— Create structural component to connect all DFAs and replacement buffers

» Synthesize and place and route

» Dynamically reprogram the FPGA on the FPX
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FPsed Results

-HTML Filter
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HTML Filter

Internet Packet Header

Internet Packet Header

<BOOV><H1>56d, & Stream editor</Hi>
<HEversion 3.02, 28 June 190B</HD
<ADORESS>by Ken Pizzini</ADDRESS>

<LI><A NAME="TOC1"
HREF="5ed_1. Nt MLESECT">INTro0uCTLON< /A>
<LIcA NAME-"TOC2"
HREF-"sed_2. ht ml#SEC2">Invocation</A>

<LI<A NAME-"TOG3" HREF-"s5e_3.NUMIESECS ">SED
Programs</A>

<uL>
<LI><A NAME-"TOC4" HREF-"sed_3.html#SEC4 ">Selecting
11ines with SED</A>

<LI»<A NAME-"TOCS® HREF-*sed_3.NtmlESECS ">Overview of
regular expression syntax</A>

<LI>ch NAME-"TOGS" HREF-"5ed_3.NWIESECE “>Where SED
buffers data</A>

<LIz<A NAME-"TOG7" HREF='sed 3.ml#SECT ">Often used
commanas</A>

<LI><A NAME-"TOCE" HREF-"sed_3.MmlESECE >Less
Frequently USEO COmmBNIS</A>

<LT><A NAME-"TOCS" HREF-®sed_3.Im1ESECS ">Commands
TOr d1e-NArd SED Programmers</A>

<juLx

<LI><A NAME="TOG10" HREF=-"86d_4 .NMLESEC 10" >S0me
B&MpLE BCripTs</A>

<LI><A NAME="TOG11" HREF="Sed_5.MmL#SECTI">About the
(non-)Linitations on line

Tengthe/>

<LIz<h NAME-"TOGI2® HAEF='sed_8.Mml#SEC12">Dther
resources Tor learning about SED</|

<LIxcA NAME="TOC13" HREF="sed_7.Niml#SEC13">Reporting
bugs</A>

<LIz<h NAME-"TOG14" HAEF-'sed_B.Mml#SEC14">Concept

1 o

<LIxcA NAME="TOC15" HREF="sed_8.Nml#SEC15">Conmand
and Option Index</A»

UL ><HR><P
This document was generated on 28 October 1999
using the <A
HREF="http: //wwscn.cern.ch/ dei/texiZhtml / *>texiZhtml<
I
tranglator version 1.54.</P></BO0V>

sed, a stream editor version 3.02, 28 June 1998
by Ken Pizzini

Introduction
Invocation
SED Programs

Selecting lines with SED
Overview of regular expression syntax
Where SED buffers data

Often used commands

Less freguently used commands
Commands for die-hard SED programmers

Some sample scripts
About the (non-)limitations on line length
Other resources for learning about SED
Reporting bugs

Concept Index

Gommand and Option Index

This document was generated on 28 October 1999
using the texiZhtml translator version 1.54.
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FPsed Device Utilization
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Infrastructure and Protocol Wrappers

Resources Virtex XCV2000E Utilization
Device Utilization Percentage
Logic Slices 2410 of 19200 12%
Flip Flops 2870 of 38400 7%
Block RAMS 19 of 160 11%
External IOBs 142 of 512 27%
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FPsed with Single Module

Resources Virtex XCV2000E Utilization
Device Utilization Percentage
Logic Slices 2922 of 19200 12+3=15%
Flip Flops 3223 of 38400 7+1=8%
Block RAMS 21 of 160 11+2=13%
External IOBs 142 of 512 27%
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Device Utilization — HTML Filter
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Test Environment

Fast Ethernet Switch
w/Fiber uplink

Fast Ethernet Switch
w/Fiber uplink

nternet
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Throughput

» FPsed processes 8-bits per clock cycle

— HTML filter
* 8 bits * 64 MHz = 512 Mbps

» Four parallel engines increased
throughput

— HTML filter
* 4 Modules * 8 bits * 64 MHz = 2.048 Gbps
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Software Throughput Comparison

e Sed was run on different Linux PCs

— Dual Intel Pentium Il @ 1 GHz
e 13.7 Mbps when data is read from disk
e 32.72 Mbps when data is read from memory

— Alpha 21364 @ 667 MHz
» 36 Mbps when data is read from disk
* 50.4 Mbps when data is read from memory

e PC results are 10x slower than FPsed
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Software Throughput Comparison
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* Implemented FPsed Modules on the FPX
— Enable full processing of packet payloads
— Modules can integrate into a firewall to add functionality
— Determines boundaries of regular expressions

— Actively replaces matching expressions with a
predefined string

» Design Flow has been created
— Automatically generates bitfiles

* Modules have been tested in lab
— Operates with UDP traffic
— Module operates at speeds of 512 Mbps — 2 Gbps
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More Information

 http://www.arl.wustl.edu/arl/projects/fpx/
 http://www.globalvelocity.info
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