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Motivation

� Scalable data-plane processing in Firewall, DiffServ,
and WebSwitch

� Solutions
� General processor
� General processor + ASIC
� General processor + co-processors (NP)

� Offload the data-plane processing to co-processors
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Introduction(1/2)

� Why Network Processor?
� Scalability and programmability
� Hardware-based threads in co-processors, zero context

swap overhead
� Specifically designed instruction set for networking purpose

Instructions of
IXP1200

Instructiondescription Instructionsof x86processor

ALU PerformALUwithshift inone instruction ALU(ADDor SUB) +shift
IMMED Loadanimmediatevaluewithshift Load+shift

FIND_BSET
LOAD_BSET

1. Determine thepositionof thefirst set bit
ina16-bit fieldof a register

2. Shift optionprovided

At least 5 instructions totest one
singlebit

BR_BSET Branchif thespecifiedbit inaregister isset Shift +bit test +JUMP
HASH1_64 Performone64-bit hashoperation Manyinstructions needed
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Introduction(2/2)

� Related work--IP forwarding over IXP1200 [Spalink,
SOSP’18]
� Identify that SDRAM is the bottleneck in IP forwarding
� May not be generalized for other complex applications

� Investigated issues
� Map DiffServ modules to IXP1200
� Flow scalability
� Aggregate throughput
� Internal simulations
� Bottlenecks of IXP1200 in DiffServ
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Components of IXP1200
� Processors

� Integrated StrongArm Core for control-plane

� Six integrated programmable microengines for
data-plane. Each has four threads

� Interfaces and Storage
� 64-bit IX Bus, 4.2Gbps peak bandwidth

� 32MB, 64-bit SDRAM interface (up to 256MB)

� 2MB, 32-bit SRAM interface (up to 8MB)

� 2K instruction headroom (named “control store”)
for each microengine
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IXP1200 Block Diagram
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Design and Implementation of DiffServ
over IXP1200

� Packet flow in a DiffServ edge router

� Data-Plane Architecture

� Detail packet flow chart

� Algorithm description
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Packet Flow in a DiffServ Edge Router

Service Configuration

MF
classifier

Policer Marker Queue
Mngt

Scheduler

Traffic

DiffServ (Differentiated Services) edge router
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Data-Plane Architecture

Rx

nextpac ipverify

lmatchenqueue

classification

Tx

policing

marking

token
bucket
timer

8 threads for 8 10/100 ports
8 threads for 1 Giga port

Tx fill

3 threads for 10/100 ports
3 threads for 1 Giga port

1 threads for 10/100 ports
1 threads for 1 Giga port

StrongARM

scheduling

Tx_ReadAssignment

packet store

not EOP

receiver thread

transmitter thread

scheduler thread

Thread allocation: consider the size of the control store (2K)
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DiffServ Packet Flow in IXP1200

The basic unit in IXP1200 is the 64 bytes MAC Packet (MP)
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Multi-Dimensional Range Matching [Lakshman, 1998]
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� A rule is a pair of IP addresses which specifies a range

�Use Bit Vector table to record the overlapped rules in an interval

�FIND_BSET can be applied for finding the first matched fule

Time complexity: O(log n)

Space complexity: O(n^2)
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Deficit Round Robin [Shreedhar, 1996]
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Packet in the Queue

Tail AddrHead Addr
31 01516

Packet Count

78

SRAM_QUEUE_DESCRIPTOR_BASE
Per Queue, Per Port

SRAM_BUFF_DESCRIPTOR_BASE
PACKET_FREELIST

SDRAM_PKT_BUFF_BASE
Actual Packet Storag e

64 032 0

buf_handle
Next

64 bytes MP

0

0

32

32

64 bytes MP

buf_handle
Next

buf_handle
Next NULL

buf_des_addr*64

buf_des_addr*64

buf_des_addr*64
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�Scalability test

�Aggregate throughput test

IXP1200
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Scalability Test – 500 EF Flows
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Flow fairness test (Len=64bytes, input port x1, 500 flows, BW=74400/500=148pps)
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Aggregate Throughput
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Aggregate throughput (Len=64bytes, worst case)

Wire speed (1.8Gbps) in IP forwarding while 290Mbps in DiffServ?

-- The complex computation and the delay of SRAM access
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StrongARM App

HAL

Transactor

Transactor IO

SRAM SDRAM MEs IX bus

virtual devices

IXP1200

1. Input Port: 0-6
2. Wire-speed input

traffic

Host PC
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Simulation Results

ME

SRAM

Bottleneck

13%

9%

SDRAM
Util.

100%

80%

ME
Util.

35.3%

55%

SRAM
Util.

Range Matching

Linear Search

Algorithm for
classifier

�SRAM bottleneck
�A bottleneck unit needs not to be 100% utilized
�Bursty SRAM access
�May also cause an idle microengine

�ME bottleneck
�Complex data calculations in Range Matching
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Performance Statistics– History(RM)
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Performance statistics – History(LN)
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Possible Solutions for Bottlenecks (1/2)

� SRAM bottleneck
� Divide one large SRAM into smaller banks

�Each has an interface for accessing a portion of the
address space

�An arbitrator decides which bank to go

� Redundant memory modules

� Another memory architecture
�QDR SRAM (1.6Gbps, 2~3 times faster than ordinary

SRAM)

� Additional cache memory for exploiting “locality”
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Possible Solutions for Bottlenecks (2/2)

� ME bottleneck
� Fair, dynamic workload assignment

� Hardware upgrade

� Programming optimization
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Conclusion and Future Works (1/2)
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Conclusions and Future Works (2/2)

Application–specificbottleneck: bottleneck may shift!
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